
Assessment of Risk of Federal Programs as part of the Statewide Single Audit 

The risk assessment requirements for federal programs are outlined in the federal Office of 
Management and Budget’s (OMB) Uniform Administrative Requirements, Cost Principles, and Audit 
Requirements for Federal Awards (Uniform Guidance).  Under the Uniform Guidance, we are required to 
assess risk on all larger (Type A) programs as a requirement of the statewide Single Audit.  The dollar 
threshold for a program to be considered Type A is based on overall federal spending for the State 
during the fiscal year.  For State fiscal year 2018, the Type A threshold used for planning purposes is 
$6,500,000.   

Automatically High Risk – Certain Type A programs 

When assessing risk on Type A programs, we first look at the results of prior audits. Any one of the 
following conditions being met automatically indicates that the program is high risk: 

1. The program has not been audited in the prior two audit periods. 
2. The program had internal control deficiencies considered material weaknesses in the prior audit 

period. 
3. The program received a modified opinion in the prior audit report. 
4. The program had known or likely questioned costs in excess of 5% of the total federal awards 

expended for that program in the prior audit period. 
5. In addition to the conditions above related to prior audits, OMB can approve a federal awarding 

agency’s request that a Type A program may not be considered low risk for a certain recipient.  
In South Dakota, currently the only federal program that we have been notified must always be 
considered high risk is the Medicaid Program. 

Assessing Risk When a Type A Program Does Not Meet the Criteria to be Automatically High Risk  

When a Type A federal program does not meet any of the criteria above indicating that it is high risk, we 
are also required to consider the following factors in assessing whether or not the program is high risk: 

1. Oversight exercised by federal agencies and pass-through entities  
2. The results of audit finding follow up 
3. Any changes in personnel or systems affecting the program 

Assessing Risk of Type B Programs 

Once we have determined which Type A programs are high risk and must be audited, we are required to 
assess risk on Type B programs (those not meeting the Type A expenditure threshold) until we have 
identified for audit at least one high risk Type B program for every four low risk Type A programs that we 
are not auditing. We are not required to assess risk on any program with expenditures less than 25% of 
the Type A threshold ($1,625,000 for FY18), but there is nothing that prevents us from doing so if we 
determine that a lower dollar amount program may be of exceptionally high risk.  We are not required 



to assess risk on all Type B programs, but we are required to audit all Type B programs that we identify 
as being high risk.   

Some judgment is allowed the auditor when deciding which Type B programs will have risk assessments.  
In determining which programs to assess, we look at several factors such as the dollar amount of federal 
funds expended, how long it has been since the program has been audited, if ever, and any other 
knowledge we might have obtained about the program.  This includes information obtained during prior 
audits of other federal programs administered by the same agency, information obtained during 
financial audits, or information we have obtained from personnel or other outside sources.   

When assessing risk on Type B programs, the Uniform Guidance requires us to consider the following 
factors: 

1. Current and prior audit experience 
a) Weaknesses in internal control indicate higher risk. We consider the control 

environment over federal programs and the expectation of management’s adherence to 
federal statutes, regulations, and the terms and conditions of federal awards.  We also 
consider the competence and experience of personnel who administer federal 
programs. 

A federal program administered under multiple internal control structures may have 
higher risk. When assessing risk, we consider whether weaknesses appear to be isolated 
to a single operating unit, or appear to be pervasive throughout the entity. When 
significant parts of a federal program are passed through to subrecipients, a weak 
system for monitoring subrecipients indicates higher risk. 

b) Prior audit findings indicate higher risk, especially if the situations identified in the audit 
findings could have a significant impact on federal awards and they have not been 
corrected. 

c) Programs that have not recently been audited as major programs are generally higher 
risk than those that have been recently audited without audit findings. 
 

2. Oversight exercised by federal agencies and pass-through entities  
Recent monitoring or other reviews performed by an oversight entity that identified no 
significant problems indicates lower risk, while monitoring that identified significant 
problems indicates higher risk. 
 

3. Inherent risk of the federal program 
a) Risk is impacted by the nature of the federal program, including the complexity of the 

program and the extent to which the program contracts for goods or services. 

b) The phase of the federal program in its life cycle at the federal agency or at the State 
agency administering the program also impacts our assessment of risk. 



c) We generally consider programs with larger expenditures of federal funds to be of 
higher risk than those with substantially smaller amounts of federal funds expended.  

It should be noted that the criteria outlined above include only those criteria that are required for Single 
Audits under the Uniform Guidance.  In addition to following these criteria, we are also diligent in our 
awareness of other factors that may indicate risk in either federal or State programs.  Anything 
identified during the course of our audits that is of particular concern to us but is not covered under the 
requirements of the Single Audit is discussed immediately with the audit manager and Auditor General.  
Audit staff provide input based on what they have witnessed and identified during the audit 
engagement, and the audit manager and Auditor General determine if further action is warranted based 
on those observations.     

 

Assessment of Risk of State Programs 

Currently, some assessment of risk for State programs is performed as part of financial statement audits 
as it relates to the risk of material misstatement of financial statement amounts.  For both the statewide 
Comprehensive Annual Financial Report (CAFR) and separately issued fund financial statements, we are 
required to assess the risk of material misstatement and design our audit procedures accordingly.  This 
would most likely encompass only the very large State programs as part of the CAFR audit.  There are 
some State programs that have risk assessments performed over compliance with laws and regulations 
as part of our audit of separately issued reports (such as the South Dakota Investment Council and South 
Dakota Lottery, for example).  However, there currently are some State programs that are not material 
to the CAFR and not part of any separately issued financial statement reports that get very limited, if 
any, review or assessment of risk unless something specific is brought to our attention through the audit 
process or by outside sources.  As with federal programs, anything identified during the course of our 
audit that is of particular concern to us but is not covered under the financial statement audit is 
discussed immediately with the audit manager and Auditor General.  Audit staff provide input based on 
what they have witnessed and identified during the audit engagement, and the audit manager and 
Auditor General determine if further action is warranted based on those observations. 

The factors considered for risk assessment of State programs include many of the same factors 
considered for federal programs discussed above.  Since State programs are not limited by the 
constraints of the Uniform Guidance or other direction from OMB and federal agencies, more discretion 
is allowed when choosing factors to consider.   

Factors considered for assessment of risk of State programs include: 

1. State laws, rules, regulations, and the provisions of contracts, grant agreements, or bond 
covenants applicable to the program. 

2. Whether program management regularly performs a risk assessment related to the program, 
including evaluation of legal or regulatory, financial, operational, and reputational risks. 

3. The complexity of the program, including the requirements for obtaining continued funding, 
restrictions on the use of funds, and other special requirements related to the program. 



4. The complexity of the entity’s computer operations, including the use of an outside service 
center. 

5. The type of transactions applicable to the program (e.g. cash receipts, disbursements, transfers; 
purchase, sale, disposal of equipment; payroll; loans or grants, etc.).  Complex transactions 
indicate higher risk.   

6. The objectives of internal control with respect to the transactions (e.g. protection from 
misappropriation, proper authorization of cash disbursements, accurate recording of 
transactions, proper authorization of new employees, employees paid proper amounts, proper 
authorization and documentation of loan or grant agreements, etc.). 

7. The internal controls needed to achieve program objectives (e.g. separation of duties, physical 
safeguards, bank reconciliations, fidelity bonds, proper authorization and execution of 
transactions, proper recording of transactions, etc.), and whether these controls have been put 
in place. 

8. Whether significant goods or services are contracted out, and the controls in place over meeting 
state bid laws. 

9. Whether money is passed through to subrecipients and the monitoring process in place over 
subrecipient compliance. 

10. Whether employees have the experience and training necessary to properly administer the 
program.  Turnover in key fiscal and program personnel, (e.g. department heads, program 
administrators or managers, finance officers, etc.) indicates higher risk. 

11. Prior experience with personnel administering program funds and the control environment at 
the agency and department charged with administering the program. Problems identified in 
other programs at a State agency or department indicate higher risk. 

12. Whether management appears concerned with and knowledgeable about compliance with the 
applicable requirements of the program and with meeting program objectives. 

13. Whether or not program objectives appear difficult to meet or a prior history of program 
objectives not being met in the past. 

14. The level of reporting required for financial and program objectives and the evidence available 
to support outcomes reported. 

15. The accounting and reporting structures in place for tracking, evaluating, and reporting program 
results.  

16. Any budget constraints placed on program funds, and whether there is an indication of difficulty 
expending program funds within the proper budget period. 

17. The phase of the program at the State agency.  Programs just starting up and those just ending 
indicate higher risk.     

18. The level of oversight in place for the program, including whether the program is monitored by 
outside entities or personnel within the State agency administering the funds. 


